
Visa Checkout
Getting Started With Visa Checkout
Effective: October 7, 2014

© 2014 Visa Inc. All Rights Reserved. Version 2.5



Important Note on Confidentiality and Copyright

The Visa Confidential label signifies that the information in this document is confidential and proprietary to
Visa and is intended for use only by Visa Clients subject to the confidentiality restrictions in Visa's Operating
Regulations, non-Client Third Party Processors that have an executed and valid Exhibit K on file with Visa,
and other third parties that have a current nondisclosure agreement (NDA) or other agreement with Visa that
covers disclosure of the information contained herein. This document is protected by copyright restricting its
use, copying, distribution, and decompilation. No part of this document may be reproduced in any form by
any means without prior written authorization of Visa. Visa and other trademarks are registered trademarks
of Visa International Service Association, and are used under license by Visa. All other product names
mentioned herein are the trademarks of their respective owners.

THIS PUBLICATION COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL ERRORS.
CHANGES ARE PERIODICALLY ADDED TO THE INFORMATION HEREIN: THESE CHANGES WILL BE
INCORPORATED IN NEW EDITIONS OF THE PUBLICATION. VISA MAY MAKE IMPROVEMENTS AND/OR
CHANGES IN THE PRODUCT(S) AND/OR THE PROGRAM(S) DESCRIBED IN THIS PUBLICATION AT
ANY TIME.

If you have technical questions or questions regarding a Visa service or capability, contact your Visa
representative.



Contents

Chapter 1 • Quick Start Tutorial

Adding a Visa Checkout Button to a Web Page . . . . . . . . . . . . . . . 1-2

Testing the Page . . . . . . . . . . . . . . . . . . . . . . . . 1-3

Payment Success Response . . . . . . . . . . . . . . . . . . . . 1-3

Personal Account Numbers for Testing . . . . . . . . . . . . . . . . 1-4

Obtain and Decrypt the Payload . . . . . . . . . . . . . . . . . . . . 1-4

Update Visa Checkout With the Payment Information. . . . . . . . . . . . . 1-4

Chapter 2 • Branding Requirements

Visa Checkout Asset Inventory . . . . . . . . . . . . . . . . . . . . . 2-1

Visa Checkout Buttons . . . . . . . . . . . . . . . . . . . . . . 2-1

Visa Checkout Acceptance Marks . . . . . . . . . . . . . . . . . . 2-1

General Visa Checkout Asset Placement and Usage Requirements . . . . . . . 2-2

Visa Checkout Button Requirements . . . . . . . . . . . . . . . . . . . 2-3

Visa Checkout Acceptance Mark Requirements. . . . . . . . . . . . . . . 2-4

Tell Me More Link . . . . . . . . . . . . . . . . . . . . . . . . . 2-6

Visa Checkout Messaging . . . . . . . . . . . . . . . . . . . . . . 2-7

Appendix A • Revision History

October 1, 2014 i



ii October 1, 2014

Contents Visa Checkout
Getting Started With Visa Checkout

THIS PAGE INTENTIONALLY LEFT BLANK.



Quick Start Tutorial 1

Integrating Visa Checkout with your website consists of 3 steps, as depicted in the
following graphic:

1. Add Visa Checkout buttons to your web pages and include the necessary JavaScript
to handle events associated with these buttons.

2. Obtain and decrypt consumer information from a payload returned by a Visa Checkout
event.

3. Update Visa Checkout after the payment is complete.

Visa Checkout is very flexible in the ways you can integrate. This tutorial shows only one
of those ways, which confines the changes to only web pages, which the exception of
handling decryption of the payload on a secure server. It also shows just the minimum
effort required, without optional changes to customize Visa Checkout lightbox appearance
and behavior. You can integrate Visa Checkout on your pages in a similar way, or you
might choose to use Visa Checkout APIs for some of the work. Depending on your
configuration, your payment processor or an eCommerce partner might do some or all of
the steps involved for you. For complete information about integrating Visa Checkout, see
Visa Checkout JavaScript Integration Guide.

Prerequisites

Before you start, you must have a Sandbox account and credentials, consisting of an API
key and shared secret, to communicate with Visa Checkout. Click Create Account in the
Visa Checkout Developer Center or contact your Visa representative to get set up.
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Adding a Visa Checkout Button to a Web Page

1. Add the onVisaCheckoutReady JavaScript function to the head and include the
V.init initialization handler with your API key:

<head>
<script type="text/javascript">
function onVisaCheckoutReady(){
V.init({ apikey: "7O07VN664O10JW6A9ESS113p8sf9JeGzr6_2haC9F9m_ANtLM"});
}

</script>
</head>

Later, you can go back and specify your logo and other settings to customize the
appearance of the Visa Checkout lightbox. See the Visa Checkout JavaScript
Integration Guide for all options.

2. Inside V.init, specify the amount and currency of the consumer's payment request
in the paymentRequest properties:

paymentRequest: {
currencyCode: "USD",
total: "11.00"
}

You can also specify amounts for tax, discounts, shipping, and such, or you can
include these amounts in the payment after the lightbox closes. It is not necessary to
have all information available in advance.

3. Add V.on event handlers, one for each of the following kinds of events:

• payment.success, which indicates that the consumer agrees to the payment
request

Note: –In addition to the Visa Checkout payment request ID (callId), Visa
Checkout returns the encrypted payload. See Obtain and Decrypt the
Payload for more information.

• payment.cancel, which indicates that the consumer cancelled the request

• payment.error, which indicates an error
V.on("payment.success", function(payment) {alert(JSON.stringify(payment)); });
V.on("payment.cancel", function(payment) {alert(JSON.stringify(payment)); });
V.on("payment.error", function(payment, error) {alert(JSON.stringify(error)); });

4. Place one or more Visa Checkout buttons in the body of the page:

<body>
<img alt="Visa Checkout" class="v-button" role="button"
src="https://sandbox.secure.checkout.visa.com/wallet-services-web/xo/button.png"/>

...

You can provide additional properties, some of which may override those set in the
V.init handler; for example, you can restrict the card brands accepted per button.
See the Visa Checkout JavaScript Integration Guide for all options.

5. At the end of the body, load the Visa Checkout JavaScript library, sdk.js:
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<script type="text/javascript"
src="https://sandbox-assets.secure.checkout.visa.com/
checkout-widget/resources/js/integration/v1/sdk.js">
</script>
</body>

Testing the Page

After completing these steps, you should have a web page whose source looks like this:

<html>
<head>
<script type="text/javascript">
function onVisaCheckoutReady(){
V.init( {
apikey: "7O07VN664O10JW6A9ESS113p8sf9JeGzr6_2haC9F9m_ANtLM",
paymentRequest:{
currencyCode: "USD",
total: "10.00"

}
});

V.on("payment.success", function(payment)
{alert(JSON.stringify(payment)); });

V.on("payment.cancel", function(payment)
{alert(JSON.stringify(payment)); });

V.on("payment.error", function(payment, error)
{alert(JSON.stringify(error)); });

}
</script>

</head>

<body>
<img alt="Visa Checkout" class="v-button" role="button"
src="https://sandbox.secure.checkout.visa.com/wallet-services-web/xo/button.png"/>
<script type="text/javascript"
src="https://sandbox-assets.secure.checkout.visa.com/
checkout-widget/resources/js/integration/v1/sdk.js">
</script>
</body>
</html>

You can use this page to start experimenting with Visa Checkout.

Note: –You must host this page on a web server; otherwise, the lightbox and JavaScript
library may not perform as expected.

Payment Success Response

A payment.success event returns the following structure:
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{"encKey":"...",
"encPaymentData":"...",
"callid":"...",
"paymentRequest":{
"apikey":"...",
"paymentRequest":{
"currencyCode":"USD",
"total":"10.00"},
"parentUrl":"http://....html"
}}

Personal Account Numbers for Testing
When you create a personal account in the sandbox for your testing, you must specify at
least 1 payment method. If you start by creating a personal account, you will be presented
with the Add a New Payment Method screen in which you must provide a card number.
You can also reach this page by clicking Change in the Payment Method section of the
Review and Continue screen:
You can enter any values on this screen that make sense to you, except for a card
number. Because card numbers are validated by Visa Checkout logic, the following card
numbers are provided for your use in the sandbox:

Brand Test Card Number
Visa 4005520201264821

4242424242424242 (Displays card art)

MasterCard 5500005555555559

American Express 340353278080900

Discover 6011003179988686

Note: –The name on card, expiration date, and security code are not checked in the Visa
Checkout sandbox; you can use any valid values.

Obtain and Decrypt the Payload
When the payment.success event occurs, Visa Checkout returns a payload that
contains the consumer's information, which is encrypted. Before you decrypt the payload,
you must move it (both its key, encKey, and the encrypted data, encPaymentData), to a
secure server. You must determine the part of the payload that you need; for example,
you may need shipping and card account information. For the contents of the payload
and an example of decryption using Java, see the Visa Checkout Client API Reference.

Note: –If you need the full account number (PAN), your Visa Checkout account must
have the necessary permissions and you must explicitly request full information in
the payload; by default, Visa Checkout provides summary information.

Update Visa Checkout With the Payment Information
Depending on your configuration, you make the payment through your own system,
payment processor, or eCommerce partner as you normally do, perhaps using information
from the payload. After you finish, you must update the payment information in Visa
Checkout if your processor or partner does not handle it. To update Visa Checkout from
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Update Visa Checkout With the Payment Information

a Thank You page (next page to load after making the payment), add the following
one-pixel image to the page:

<a img=
“https://sandbox.secure.checkout.visa.com/wallet-services-web/payment
/updatepaymentinfo.gif?
apikey=...&callId=...&currencyCode=USD&total=11.00&token=x:1397518938:...” />

You pass the API key (apikey), the call ID (callId), the payment properties
(currencyCode and total in this example), and a token (token). The token consists of
a timestamp (x:...) and the SHA256 hash of the shared secret associated with the API
key, the timestamp, the resource path, and all properties associated with the update:

shared_secret1397518938payment/updatepaymentinfo.gif
?apikey=...&callId=...&currencyCode=USD&total=11.00

Important:

BECAUSE THE CREATION OF A TOKEN REQUIRES A SHARED SECRET, WHICH
MUST BE PROTECTED, ONLY CREATE THE TOKEN ON A SECURE SERVER.

For more information about the Update Payment Info pixel image and about creating an
SHA256 hash, See Visa Checkout JavaScript Integration Guide.

Note: –You can also use the Visa Checkout Update Payment Info API to update payment
information in Visa Checkout. See Visa Checkout API Client Reference for more
information.
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Branding Requirements 2

Visa Checkout includes branding requirements that describe how to use Visa Checkout
visual assets on your site; these requirements are described here. See the Visa Checkout
JavaScript Integration Guide for integration details.

Visa Checkout Asset Inventory

Your use of Visa Checkout assets is subject to the license agreement you have entered
into for use of Visa Checkout services.

Important:

Visa may update or change Visa Checkout assets in order to improve the user
experience at any time.

Visa Checkout Buttons

Standard button without card art:

Neutral button without card art:

Button with card art:

Visa Checkout Acceptance Marks

Note: –The non-stacked mark (right-most graphic above) is preferred.
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General Visa Checkout Asset Placement and Usage Requirements

You are required to implement the Visa Checkout branding requirements on all pages
where the consumer is presented payment method options, such as Visa Checkout or
another payment method. Common examples include shopping cart page, login page,
product page, and payment page. Your actual implementation depends on your specific
flow.

You can use Visa Checkout on any page or in any flow on your site or app where a
consumer is asked to type in their billing and payment information. Common examples
include cart pages (both full and mini) pages, payment pages, card-on-file management
pages, or immediately before a flow where a consumer is prompted for personal
information, which may be available, at least partially, within Visa Checkout.

These rules apply to the Visa Checkout button and acceptance mark:
• Do not change the functionality of these assets.

• Do not alter the size, shape, orientation or any other aspect of the images. In the
event an image is not sized properly, Visa will provide an alternative variation.

• Ensure buttons are placed on an equal level with other action items on the page,
regardless of the orientation of the page. If the buttons are below the fold, it helps to
place an additional button at the top of the page:
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Visa Checkout Button Requirements

The Visa Checkout button enables a consumer to pay for items with Visa Checkout on
your site. The following rules are specific to the Visa Checkout button:
• You can use either a horizontal or stacked implementation with or text between

payment options to emphasize and distinguish that users are making a selection:
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• If you offer guest checkout, pre-fill any account creation form you provide from Visa
Checkout after the lightbox closes.

• You should use the standard button unless the background colors on your site are
dark, in which case, you can consider using a neutral button to provide greater
contrast.

Note: –The neutral button is not available in the Visa Checkout SDK for iOS or Visa
Checkout SDK for Android.

As a best practice, if you require the consumer to sign in to your site, link the consumer's
Visa Checkout account to the consumer's account on your site to avoid multiple sign in's
by the consumer during checkout. By linking accounts, you can recognize the consumer's
account on your site based on the consumer's successful sign in to Visa Checkout.

Visa Checkout Acceptance Mark Requirements
Use the Visa Checkout acceptance mark to let consumers know you accept Visa
Checkout on your pages, such as on your payment pages and other pages that display a
payment method. They are available at the following URLs:
• Preferred acceptance mark, 99x34 pixels:

URL:
https://assets.secure.checkout.visa.com/
VmeCardArts/partner/POS_horizontal_99x34.png

Note: –The following filename has been deprecated:
Identifier_Blue_largehorizontal_V.me_byVisa.png

• 40x30 pixels:

URL:
https://assets.secure.checkout.visa.com/
VmeCardArts/partner/POS_vertical_medium_40x30.png

Note: –The following filename has been deprecated:
Identifier_Blue_smallvertical_V.me_byVisa.png

• 49x31 pixels:
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Visa Checkout Acceptance Mark Requirements

URL:
https://assets.secure.checkout.visa.com/
VmeCardArts/partner/POS_vertical_large_49x31.png

• 28x21 pixels:

URL:
https://assets.secure.checkout.visa.com/
VmeCardArts/partner/POS_vertical_small_28x21.png

The following rules are specific to the Visa Checkout acceptance mark:
• Add Visa Checkout as the alternative (alt) text for the image.
• The Visa Checkout acceptance mark is not a substitute for the Visa brand mark.
• If the page layout cannot accommodate the acceptance mark, you can use the full

Visa Checkout text instead.

Use on Payment Pages

Payment pages are those in which you accept a payment with the Visa Checkout button.
The following rules apply:
• Place the Visa Checkout acceptance mark next to a selector, such as a radio button:

• When Visa Checkout has been selected, display the Visa Checkout button and hide
input fields for other payment methods:
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Identifying Accepted Payment Methods

If you display accepted payment methods, include the Visa Checkout acceptance mark.

Tell Me More Link

You should include the Tell Me More link with a Visa Checkout button:

Note: –The Tell Me More link only does not appear on mobile devices.

When a consumer clicks the link, a popup window appears, which explains the use and
benefits of the Visa Checkout button:
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Visa Checkout Messaging

Visa Checkout Messaging
These examples provide specific content that you can use to describe Visa Checkout to
consumers. Use either the short statement or long statement.

Short Statement

With Visa Checkout, you now have an easier way to pay with your card online, from the
company you know and trust. Create an account once and speed through your purchase
without re-entering payment or shipping information wherever you see Visa Checkout.

Long Statement

Visa is making it easier to pay with your card online.
• Create an account once and speed through checkout without having to re-enter

payment or shipping information wherever you see Visa Checkout.
• Checkout with a single username and password across the sites you love to shop.
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• Visa secures access to your account with advanced security tools, so you can shop
online with confidence.

• Consistent, simple experience across desktop, mobile web and apps.

• Easy to activate with any major credit or debit card.

• Earn the same great rewards with the card you already use.

• Seamless web and mobile checkout without ever leaving merchant site.
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