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Purpose

We know that your business needs are continually evolving. To meet these needs, we are
constantly evaluating the payment gateway service to determine what we can do to optimize its
performance and functionality. The purpose of this guide isto provide you with an overview
about upcoming enhancements, new features and products, as well as other improvements to the
payment gateway service. For detailed information, we encourage you to review the Merchant
Interface help files or product user guides. To stay current, we encourage you to review this
document on aregular basis.

Multiple User Accounts Feature

We are excited to announce the release of the Multiple User Accounts feature! This new standard
feature allows merchants to add, edit, and manage multiple user accounts. Each user account is
associated with its own unique login ID as well as a specific set of permissions (actions the user is
permitted to do within the Merchant Interface). Account users can also view and edit their own
user information at any time.

The new features associated with the Multiple User Accounts feature are included in the Account
section of the new Merchant Interface.
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Fig. 1 Multiple User Accountsfeature
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Offer vour customers an additional pavment option. ECheck.Met
enables you to accept and process electranic check payments
directly from yourWeh site, Virtual Terminal or Batch Upload.
TOOLS ¥ ¥ . p

Wirtual Terminal
Upload Transactions
Recurring Billing
Fraud Detection Suite

REPORTS

Transaction Detail
Transaction Statistics

Automated Recurring Billing (ARE)

ARB enables you to create "subscriptions” for recurring hillings.
Simply enter the custamer's payvment infarmation, billing amaunt,
and a specific billing interval and duration. ARB automatically

Returns generates the subsequent recurring transactions for you!
QuickBooks Download
SEARCH Fraud Detection Suite (FO'S)

The Fraud Detection Suite safequards yaur account using powerful
transaction filters and IP address tools to identify and prevent
suspicious transactions. Flexible settings allow you to customize the
transaction filters to meet your unigue husiness needs.

Transactions
Unsettled Transactions
Suspicious Transactions

ACCOUNT
Settings
Merchant Profile
Bi”ifg Inffrmatiﬂn Cardholder Authentication Programs

. Irmplernent the Werified by Visa and MasterCard @ SecureCoda™
cardholder authentication programs to provide your customers with
maximum transaction security while reducing potentially costly
chargebacks,

User adrministration
User Profile

SalesBoost.Net

SalesBoostMetis a fully integrated suite of 25 YWeb promotion tools
designed ta drive traffic to vourWeh site and increase sales. An
easy-to-use interface allows you to promaote vour Weh site through
hanner ads, search engines and maore!

For comprehensive information regarding the release of the Multiple User Accounts feature,
please read the Multiple User Accounts Preparation Guide at
www.authorize.net/filesyMUprepguide.pdf or the Merchant Interface Online Help Files. Y ou may
also view a series of brief informational demos at http://www.authorize.net/demos. For other
guestions regarding this e-mail, please contact Customer Support at support@authorize.net or
877-447-3938.

Note: The online demos require Macromedia Flash Player to run properly. The free Flash Player
may be quickly downloaded and installed at

http://www.macromedia.com/shockwave/downl oad/download.cgi?P1_Prod V ersion=Shockwave
Flash.

User Roles

User accounts may be created from any of the following five default user roles. Each user’s
permissions (except for an Account Owner and Account Contact) may be further customized by

© 2005, 2006 Authorize.Net, a Service of Lightbridge, Inc.
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an Account Owner or Account Administrator to more closely match the user’s specific
responsibilities. Asaresult, a user’s access to the various sections of the Merchant Interface will
depend on the permissions configured for his or her user account. For example, an Account
Analyst will not be able to access the Virtual Terminal.

Account Owner
An Account Owner has irrevocable access to al features of the Merchant Interface and can add,

edit, or delete users at any time. Only an Account Owner may create another Account Owner.

Account Administrator

By default, an Account Administrator has the same access to the Merchant Interface as an
Account Owner, except that he or she cannot sign up for value-added services and close the
payment gateway account. Only an Account Owner or Account Administrator may create an
Account Administrator.

Transaction Manager
By default, a Transaction Manager can perform all transaction processing functions, as well as
view and download statements and reports.

Account Analyst
By default, an Account Analyst may only view and download Merchant Interface statements.

Account Contact

An Account Contact does not have access to the Merchant Interface, but is created solely to
receive account notification e-mails. Account Contacts are managed by an Account Owner or
Account Administrator.

All user roles (except for Account Contact) have the following basic, non-editable permissions:

o Badcinterface usage: Ability to loginto the Merchant Interface, view announcements,
help files, and contact Customer Support.

o Edit own user profile: Ability to edit contact information, password, secret question and
answer, and subscribe to notification e-mails.

e View account information: View payment gateway account information, including
services, payment methods, and reseller contact information.

¢ View transaction information: View unsettled transactions, transaction details, upload
batch file statuses, and ARB subscriptions (if applicable).

e Viewreports: View and download transaction summaries, transaction settlement reports,
statistics reports and returned items reports.

For more detailed information about specific user permissions, please read the User Roles
Definitions topic in the new Merchant Interface Online Help Files.

User Administration

The User Administration page has the following options for payment gateway Account Owners
or Account Administrators.

¢ AddaNew User Account — Create a user account for each employee who needs access to
the Merchant Interface.

© 2005, 2006 Authorize.Net, a Service of Lightbridge, Inc.
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e View or Edit aUser Account — View and edit profile information and permissions for an
account user.

e Reset aUser Password — Reset a user’s password in the event that it is forgotten or you
would like to routinely change user account passwords.

o Reset aUser Secret Answer — Reset a user’s password in the event that is forgotten or
you would like to routinely change user account secret answers.

e Change aUser’s Role — Change a user’srole and customize his or her permissions.

e Delete aUser Account — Delete a user’s account in the event that the employee leaves the
company or should no longer have access to the payment gateway.

e Unlock aUser Account — Unlock a user’s account that has become locked after the user
tried to access it unsuccessfully five times.

Fig. 2 User Administration

Reporls Search Account

User Administration Halg

Merchant MName
Pyt Catewrary 100 [ Q000 ]

Balech + Add Usen 10 crisati 3 new user account, or selact the radio bufion mest to the user you would (ke to
edit or farwhich you wauld ke fo perform an ackion.

+ Add User | EditUser | - Delete User | ResetUserFPassword | Reset Secreb Answer
Name Type Stalus
Andreia Knot Account Cramer Aclive

) Hesather Micholls Accoun] Owmer At

(O Jackis Dotian Arcount Cwmer Arive

) Jenifer Abraham Aceaun Qemer Arthva

O Sam Stapley Transaction Manager Attive

O Travl= Smith Transaction Manager Actha

O Jim Decker Accound Anahyst Active

)} Metanis Monson Actound Contact

For more information about how to perform the options available on the new User Administration
page, please read the Merchant Interface Online Help Files.

User Profile

The User Profile page displays an individual user’s basic account information and e-mail
configuration. By using the three options on this page, the user can directly manage his or her
user account.

e  Secret question and answer — The user can change his or her own secret question and
answer at any time.
e Password — The user can change his or her own password at any time.

Last revised: 5/8/2006
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e Edit the user’s profile information — The user can modify his or her profile information
and e-mail configuration at any time.

By changing the password and secret question and answer on aregular basis, the user further
strengthens the security of hisor her user account.

Fig. 3 User Prdfile

Tools Reporis Search Account
Merchant Profile Transaction Manager Profile Help
User Profile
kel Yu
Login (D [ KY01TH |
User Role: Transaction Manager Phone: 234-567-5300
Title: Transaction Manager Emnail. kellyyi@@merchant.cam
Uszer Statuz: Active | Active Since: 05042006 Creation Date: 05042006

Profile and Security Settings

[ change Secret Question and Answer | [ Change Password | EditProfile Infarmation

LIser Permissions

The Transaction Manager rale is intended for general employees who perform a variety oftransaction
submission and managementtasks in the Merchant Interface. All Transaction Manager permissions are
enahled by default hut can be modified based on the scope of the user's responsibilities.

FERMISSIONS KEY

v Lserhas permission

& Userdoes not have permission

Transaction Processing Permissions

Create charge transactions
Charge a credit card or bank account

Create refund transactions
Refund a credit card or hani account

Update unsettled transactions
v Void transactions, submit previoushy authorized transactions for capture, approve or decline
FOS transactions

Upload transaction batches
v Upload ransaction balch fies (inciudes Create charge transactions, Create refund
transachions, and Update unsetted transactions penmissions)

Account Level Permissions

Changes to the Merchant Interface

The following sections of the Merchant Interface have changed or experienced minor
functionality changes as a part of the Multiple User Accounts feature rel ease.

Settings
¢ The Manage Contacts feature has been moved to the User Profile page for each account
user. Account Owners and Account Administrators may update a user’s contacts
configuration by editing his or her User Profilein the User Administration menu.

Last revised: 5/8/2006
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e The Change Secret Question and Answer and Change Password features are now
included in auser’s profile.

Fraud Detection Suite (FDS)

e TheAdd Contact link at the bottom of the E-mail Notifications how allows you to create
anew Account Contact user. These users may be configured to receive e-mail
notifications regarding suspicious transaction activity. This change is applicable only to
merchants who have FDS enabled.

FAQs
What isthe pricing for the Multiple User Logins feature?

Do | need to set up anew user account for myself?

How do | set up additiona user accounts?

What do | doif | or one of my users forgets his or her user login ID?

What do | doif | or one of my users forgets his or her secret answer or password?

How do | edit a user’s permissions?

How are Account Contacts managed with Multiple User Accounts?

What is the pricing for the Multiple User Logins feature?
As anew standard feature of the payment gateway, there is no additional cost for the Multiple
User Accounts feature.

Do I need to set up a new user account for myself?

If you are the Account Owner, or the person who originally signed up for the payment gateway
account, there is no need to create a user account for yourself. However, you will be required to
select anew user login ID and password when activating the Multiple User Accounts feature for
your account. If you are not the Account Owner, you will need to contact your supervisor to
arrange for the creation of your own user account. Only the Account Owner can initially create
user accounts.

How do I set up additional user accounts?
Only users configured as Account Owners or Account Administrators may add user accounts.

Log into the Merchant Interface.

Click User Administration in the left side menu.

Click + Add User on the User Administration page toolbar.

Select the type of user you would like to add from the User Role drop-down list.
Further customize the new user account by clicking to deselect the check boxes next to
any user permissions that should not be enabled for the user.

Click Next > to continue.

Create auser login ID for the new user inthe Login ID text field.

ISUE A

No
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8. Enter the user’s First Name, Last Name, Title, Phone Number, Extension and E-mail
Address(es).

9. Sdlect the e-mail types you would like the user to receive.

10. Click Submit to continue. A message appears displaying the new user’s Login ID and
Temporary Password.

For detailed information on how to add, edit, or otherwise manage user accounts, please see the
Merchant Interface Online Help Files.

Note: If you already have multiple account contacts configured in your Merchant Interface
account, the payment gateway will automatically create Account Contact user accounts for each
contact. Y ou do not need to create new user accounts for those existing contacts; however, you
will need to upgrade their user rolesin order to establish the appropriate permissions for each
person.

What do I do if I or one of my users forgets his or her user login ID?

If you are an Account Owner or Account Administrator and you have forgotten your user login
ID, you will need to call Customer Support. After supplying identifying information, Customer
Support will advise you of the user login ID.

If you are a Transaction Manager or Account Analyst, you will need to ask an Account Owner or
Account Administrator to look up your user login ID from within the Merchant Interface.

What do I do if I or one of my users forgets his or her secret answer or password?
If you are an Account Owner, and you have forgotten your own password or secret answer, you
will need to contact Customer Support in order to have your password or secret answer reset.

If you are NOT an Account Owner or Account Administrator, and you have forgotten your
account password or secret answer, please contact your Account Owner or Account
Administrator to have it reset.

How do I edit a user’'s permissions?

If you are an Account Owner or Account Administrator, you have two options to change a user’s
permissions. Y ou may either edit the user’s permissions within his or her existing user role, or
you may change the user role to a different role with the permissions you would like to assign the
user.

If you are NOT an Account Owner or Account Administrator, you must contact an Account
Owner or Account Administrator to have your permissions or user role changed.

How are Account Contacts managed with Multiple User Accounts?

In the old Merchant Interface, a contact could ssmply be configured on the Manage Contacts page
to receive important e-mail notifications, regardless of whether or not that person could log into
the Merchant Interface.

In the new interface, a contact is actually configured with an Account Contact user role.
However, this classification only exists for purposes of user administration. Persons with the
Account Contact user role do not have the ability to log into the Merchant Interface. From the
user’s profile page, an Account Owner or Account Administrator may view and edit the contact’s

© 2005, 2006 Authorize.Net, a Service of Lightbridge, Inc.
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name, title, phone number, e-mail address(es), and notification e-mails that should be received by
the Account Contact. If needed, the Account Contact’s user role may be changed at any time.

New Merchant Interface

We are excited to rel ease the new Merchant Interface. With anew look and feel, and streamlined
functionality, the new Merchant Interface provides the same tools, but is better organized to help
you find what you need quickly.

Here’s a quick look at the major changes in the new interface.
Home Page

The new Merchant Interface home page is considerably different. The following sections outline
the new structure of the Merchant Interface.

© 2005, 2006 Authorize.Net, a Service of Lightbridge, Inc.
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Fig. 1 New Merchant Interface Home Page

Tools Soarch Account

Virtual Terminal | Unnettled Transactions [ iss e ol Wrchant Bteimace? CHek Biere 1o b in!

== Can® find what youre looking for fast enough? DonTworry - you can
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Accoun] Ovwmer Laogin [D) Alga, be Sure ta view our detailed demao of
the new Merchant Interface (ink below),

ANHOUNCEMENTS

032306 e

Practical eCommerce Subvschijtion Cfla
021 06

Haw CmiickBooks Features
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= ChHck hare for a real-bme demo of the new Merchan! Interface. This

TOOLS I]Eldl}s derma shows you changes and diferences from the old interface
= and helps you quickly become familiar with improved navigation and
Virtual Terminal [ functionality, and all new intaractive help files)

Upload Transactions
Recurring Billing
Fraud Detaction Surte

REPORTS

Transaction Deatadl
Transackion Statistics
Returns

Notice of Changs
QuickBooks Download

SEARCH

Transactions
Unsattled Transachons
Suspicious Transactions

ACCOUNT

Settings

Marchant Profile
Billing Information
Staterments

eCheckHat®

Ciffer your customers an additional payment oplion. eChack et
enables you to accept and process alecronic check payments
direcily fram youwr Wab site, Virbus| Tarminal or Batch Upload.

Antomated Recurring Billindg (ARE}

ARE enables you to create "subscriptions® for recumng billings
Simpéy enter the customer's pavment information, billing armoum,
and a specifc billing ineral and duration. ARB automatically
generales the subsequent recurming transactions for youl

Fram Didection Soite (FINS)

Tha Fraud Detection Suile safequands your account using powemul
Iraneaction fllars and IP addeéss boals o identify and pravant
suspicious transaclions. Flexible setings allow you bo custorniza the
trangaction filkers 1o meet your unique business neads.

THIRDLPARTY SOLUTION

Carifliolder Bulientication Programs

Implerment the Verifiied by Visa and MasterCard & SecuraCode™
cardholder authentication programs o provide your cuslomens with
rmaimum ransacion securily wihile reducing polentialhy costh
thargebacks.

.| SalesBoostMet
SalesBoostMatis a fully integrated suite of 25 Web pramation loals
designed 1o diive lraffic to your Web site and increase sales. An

aasy-to-uge interface allows you lo promeote vour Web sile through
banner ads, search engines and morel

New Navigation

Navigation for the new Merchant Interface is organized into two menus: aleft side menu and a
horizontal toolbar at the top of the page. The left side menu on the home page works much the
same as the menu in the old Merchant Interface. However, options available in the Merchant
Interface are now arranged into the following categories:

Tools
Reports
Search
Account

Last revised: 5/8/2006
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Fig. 2Main left menu

Virtual Terminal | Unsettled Transactions

ANNOUNCEMENTS

03/23/06 NEW!

Practical eCommerce Subscription Offer
02/21/06

New QuickBooks Features

TOOLS

Virtual Terminal
Upload Transactions
Recurring Billing
Fraud Detection Suite

REPORTS

Transaction Detail
Transaction Statistics
Returns

QuickBooks Download

SEARCH

Transactions _
Unsettled Transactions
Suspicious Transactions

ACCOUNT

Settings

Merchant Profile
Billing Information
Statements

These categories are a so the names of the buttons in the toolbar at the top of the page.

Fig. 3 New Merchant Interface toolbar

Home Tools Reporis Search Account

Virtual Terminal | Unsettled Transactions PR [Miss the old Merchant Interface? Click here to log in!

Cantfind what you're looking for fast enough? Don'tworry - you can
ANNOUNCEMENTS log into the old Merchant Interface. (MOTE: You must use your new
0221105 New Account Cener Login 1D Als_o, e sure to view our detailed dermo of
New OuickBooks Features the new Merchant Interface {link helow).
1200105
Processing Gift Credit Card Purchases [F=—=—=] Check out the new Merchant Interface!
091305 i Click here for a real-time demo of the new Merchant Interface. This
More eCheck.Net Service Features : DEM[IS dermo shows you changes and differences from the old interface
0401105 - | = and helps you guickly become familiar with improved navigation and
Support for Mew MasterCard® and Diners m functionality, and all new interactive help files! TODO: Put right link.

Clab Allianco

It isimportant to note that the main home page menu will not be displayed on every page of the
new Merchant Interface asit istoday. Instead, the |eft side menu will change to show the options
that are related to the page that is currently displayed.

Last revised: 5/8/2006
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For example, if you navigate from the home page to the Virtual Terminal page, the left side menu
will refresh to display links to the options avail able within the Tools menu: Virtual Terminal,
Upload Transactions, plus value-adding products Automated Recurring Billing™ and Fraud
Detection Suite™ (if enabled). See Figure 4 bel ow to see adiagram of this functionality.

Fig. 4 Left Side Menu Functionality

Home Tools

Virtual Terminal | Unsettled Transactions
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0202106 Mew

Hew CuickBooks Features

1200105

Processing Gift Credit Card Purchases
0801305

More eCheck.Net Service Features
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Support for Mew MasterCard® and Diners
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0353005

UPDATED: One Free Month of Fraud
Detection Suite (FDS)

TOOLS

Wirtual Terminal
Upload Transactions
Recurring Billing
Fraud Detection Suite

PRODU

REPORTS

Transaction Detail
Transaction Statistics
Returns

QuickBooks Download

SEARCH

Transactions
Unsettled Transactions
Suspicious Transactions

ACCOUNT

Settings

Merchant Profile
Billing Infarmation
Staternents

THIRD-F

Reports

wirtual Terminal Enter Transaction

Upload Transactions

Fraud Det

rere Select Payment Method
@Charge a Credit Card
O Refund a Credit Card
() Charge a Bank Account
) Refund a Bank Account

Select Transaction Type

() Authorize and Capture
) Authorize Only
o Capture Only

Payment/Autharization Infor

Accepted Payment be
Zard Mu
Expiration

Am

Order Information

Invai

Descri

Customer Billing Information

If you wanted to then navigate to the Transaction Statistics Report page from the Virtua
Terminal, you would have two options. Y ou could click on the Reports button in the top toolbar
and then click on the Transaction Statisticslink in the left side menu. Alternatively, you could
click Home in the top toolbar and then click the Transaction Statistics link in the main |eft side

menu.

To help you become acquainted with the new Merchant Interface, the following sections highlight
the magjor organizational changes from the old interface.

Last revised: 5/8/2006
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Tools
Fig. 5 Toolsfeatures
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Virtual Terminal
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Recurring Billing
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Transaction Detail
Transaction Statistics
Returns

QuickBooks Download

SEARCH

Transactions
Unsettled Transactions
Suspicious Transactions

ACCOUNT

Settings

Merchant Profile
Billing Information
Staterments

The new Merchant Interface Tools menu allows you to access the Virtual Termina and Upload
Transactions features, as well as the value-adding services Automated Recurring Billing and the
Fraud Detection Suite (if enabled). These items have not experienced any changes and can be

used as usual.

Last revised: 5/8/2006
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Reports
Fig. 6 Reportsfeatures
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Settings
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Billing Information
Staterments

The Reports menu of the Merchant Interface allows you to create severd reports that provide
details about your transaction activity. The different reports will no longer be accessed using tabs
on the main Reports page but will be available by clicking links in the left side menu. Other than
this reorganization, the reports have not experienced any change in functionality and can be used

as usual.
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Search
Fig. 7 Search features
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The Search functionality has not changed in the new Merchant Interface. However, the Unsettled
Transactions feature will be accessible from the Search menu. The Unsettled Transactions feature
has not changed in functionality and can be used as usual.
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Account
Fig. 8 Account Features

Old Menu
Virtual Terminal
Upload Transactions
Automated Billing
Fraud Detection Suite
Unsettled Transactions
Search and Download

Reports

Statements

Announcements

Settings and Profile

Agreements

Help
Contact Support
Feedback

Home

New Menu
Virtual Terminal | Unsettled Transactions

ANNOUNCEMENTS

022106 New
Hew CuickBooks Features
1210105

Processing Gift Credit Card Purchases
094 205

More eCheck.Net Sendce Features
04011005

Support for New MasterCard® and Diners
Club Alliance

033005

UPDATED: One Free Month of Fraud
Detection Suite (FDS)

TOOLS

Virtual Terminal
Upload Transactions
Recurring Billing
Fraud Detection Suite

REPORTS

Transaction Detail
Transaction Statistics
Returns

QuickBooks Download

SEARCH

Transactions
Unsettled Transactions
Suspicious Transactions

ACCOUNT

Settings

Merchant Profile
Billing Information
Staterments

The new Account menu in the Merchant Interface organizes the administrative settings for your
payment gateway account. From this menu you can access the new Merchant Profile page (see

pg. 13 for details) as well as the Settings and Statements pages. In addition, the Billing
Information page will be moved from the old Settings and Profile page to its own page in the new

Account menu.
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Settings
Fig. 9 Settings Page

Reporls Search Rocount
Settings Help

The following seclions provide access ta your payment gatewsay integration and Merchant Interface
settings. For help with configuring these settings, click the Help link in the top right comer of each sefiings
Ppage

Transaction Format Settings

Transachon Submission Saltings
Wirtual Termninad ipload Trangackion Files
Trangaclion Response Settings

Transaction Version Begaipt Page
BesponseReceipt URLS Belay Responza
Silent Posi LRL Direcl Response
Email Receip F0& Customer Response
SECUrity Settings
Basic Fraud Setfings
Card Coda Verification Address Verfication Service
Ganaral Secunty Selings
Tos! Mode KOS-Hazh
Easgword Reguired Mode Besot Socrel Guestion & Answer
Begat Passward Transackion Kay
Business Seltings
Genaral Information Seflings
Transachion Cut O Time Time Zone
Manags Contacls CuickBooks Download Report Settinns

The new Settings page will no longer group together the Settings, Profile, and Risk Reserve
pages. Instead, the Settings and new Merchant Profile pages will be separate, individual pages
that can be accessed from the Account menu. The Risk Reserve page will be accessible from the
new Merchant Profile page (see page 13 for details).

The new Settings page will be reorganized into three sections: Transaction Format Settings,
Security Settings, and Business Settings. Some individual settings will be reorganized among
these three sections; however, this page will not change significantly and can be used as usual.
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© 2005, 2006 Authorize.Net, a Service of Lightbridge, Inc.



What's New Guide

Merchants
Page 20 of 30

Merchant Profile
Fig. 10 Merchant Profile Features
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The Merchant Profile page will combine and replace the Profile, Risk Reserve, and Agreements

and Fees pages from the old Merchant Interface.
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Fig. 11 Merchant Profile Page
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Settings Merchant Profile Help
Merchant Profile
il TR Ay Merchant Marme [ EditBusiness Infarmation |

Payment Gateweay 100 [00000]

Merchart Address
Merchant City, SC 00000

Billing Status: Current Active Since: 11072003

Phane: (123) 456-7830
Fauc (456) 789-0123

Billing Balance: {67.55)

Payment hethods

Semice CardfeCheck.Met Types

American Express, Diners Club, Discover, EnRoute,

Payment Galeway o actarcard, Visa

eCheck.Met PFD,WEB, CCD

[ ]

Status Documentation

Enabled Agreement|Fees

Enahled Agreernent|Fees

Additional Services

Senice

Automated Recurring Billing (ARB):
Fraud Detection Suite (FDE):
Expanded Credit Capahilities (ECC):

Status Documentation
Enahled Agreement|Fees
Enahled Agreement|Fees

Enabled hiare Info

Business Information

FProduct Type: Card Mot Present

Froduct Description: Product Description
Market Type: eZommerce

Wab Site Address: hittpeifvsiane merchant.cam

Shopping Cart:

Reseller Contact Information

Reseller Mame
123 Any Street
Arry City, 3G 00000

(123) 597-8384

This page will display general information about your payment gateway account, including the
payment methods you accept, the value-adding services you are signed up for, your type of
business, and your reseller’s or merchant service provider’s contact information. From this page
you may also edit your business information, review the agreements and fee schedules for your
payment gateway services, and view your account’s Risk Reserve settings (if applicable to your

account configuration).
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Billing Information
Fig. 12 Billing Information
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The Billing Information option will be moved from the Settings page and will be its own page
within the Account menu. This feature will not experience any changein functionality and can be
used as usual.

Online Help Files

The new Merchant Interface also includes a completely new online help system. Y ou can get the
help you need with any of the Merchant Interface functions and features immediately by clicking
either the Help link at the top right of each individual page, or the Help button in the top right
corner of the Merchant Interface.
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Fig. 13 Help links
Reports Search Account
Wirtual Terrninal Uplead Transaction Files Help
Upload Transactions
Recurring Billi The fallowing sections will allow you to select a new transaction file far upload ar view the status offiles
Fraud Det Suite that you have already uploaded to the Payment Gateway.

Click on the links below ta upload a new file aor views the status of a previously uploaded file.

Upload Mew Transaction File
Upload transaction files to the Payment Gateway.

Wiew Status of Uploaded Transaction Files
Wiew the current status of transaction files that have been previously uploaded to the Payment Gateway.

Wieww Upload Trangaction File Settings
“Wiewr the current file format requirements for uploading transaction files.

The online help files also include the following features to help you find information fast.

e Comprehensive table of contents that hel ps you quickly navigate to specific “topics” or

files.

Search feature that alows you to search for topics using your own keywords.

Print button for printing topicsin printer-friendly format.

Glossary that allows you to look up common terms used in the Merchant Interface.

Accessto the Reference and User Guides for help setting up and configuring your

payment gateway account.

e Print Manua button that allows you to print all of the help filesin asingle pdf.
Document.
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Fig. 14 Merchant Interface Online Help Files

Contents | Search Glossary FAQs Reference & User Guides Print Manual Print

|
| Capture Unsettled Transactions

The Unsettled Transactions page allows you to view only those unsettled transactions thaﬂ:are eligible to be captured
{transactions with the status AuthorizediPending Capture). You may select a single transaction ar multiple
transactions to he captured.

To capture unsettled transactions:

Step 1: Select Group Capture fram the Filter By: drop-dawn list at the top of the page.

Step 2: Click View. Only those transactions that are eligible for capture are listed.

Step 3: Click the check box next to the transaction(s) you would like to capture from the page of results. You may also
zelectthe Select All check hox atthe top of the transaction listto capture all eligible transactions listed on the current
page

Step 4: Review the capture amounts. You may modify the amount only ifthe amountyou need to capture is less than
the ariginally autharized amount. Leaving the amount field blankwill capture the full authorized amount of the
transaction.

Step 5 Click Capture. A confirmation message appears verifying that you would like to continue with the capture.
Step 6: Click OK to continue or click Cancel to cancel the action.

Once the transaction has been submitted for capture, the Transaction Status page appears listing the transaction 1D
and transaction results. To view mare details for a transaction, click the Trans ID number for the transaction you want

to view. The Transaction Detail page appears.

Tip: Using the Payment Methad filter in conjunction with the Group Capture filter streamlines your ahility to capture
transactions forwhich the same payment method was used.

Related TopicsI

FAQs

Does the new Merchant Interface include any changes to features and functionality?

Why did you update the Merchant Interface?

| don’t seethe Help link in the main left side menu. How do | access the user and implementation
guides?

| don’t see the Agreements link in the main left side menu. How do | access my service
agreements and fee information?

Does the new Merchant Interface include any changes to features and functionality?

No. The only changes to the new Merchant Interface are organizational. All features may be used
asusual.

Why did you update the Merchant Interface?

We constantly gather feedback and eval uate the usability and organization of the Merchant
Interface to determine how we can improve your payment gateway experience. The new

Last revised: 5/8/2006
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organization and look of the Merchant Interface are designed to help you perform tasks and find
information easily and quickly.

I don’t see the Help link in the main left side menu. How do I access the user and
implementation guides?

All features of the Help menu in the old Merchant Interface are included in the new online help
files. To access user and implementation guides, click the Help button at the top right corner of
the Merchant Interface. The new help files will appear in a separate window. (If you are using a
pop-up blocker, it may be necessary to disableit in order to access the Merchant Interface help
system.) Use the help files tool bar to access the information you need.

I don’t see the Agreements link in the main left side menu. How do I access my
service agreements and fee information?

The Agreements feature of the old Merchant Interface has been incorporated into the new
Merchant Profile page. To view your service agreements and fee information, click on M er chant
Profilein the Account menu. Links to agreements and fee information for each service enabled
for your account are available on the right side of the page.

QuickBooks Functionality

We are pleased to introduce QuickBooks reporting and download capabilities in the Merchant
Interface! Using these new features, you can enhance your transaction management by
downloading your payment gateway transaction information to afile suitable for importing into
QuickBooks.

QuickBooksis Intuit’s financial management system for small- and medium-sized businesses.
With QuickBooks, data such as accounts receivable, accounts payable, customer lists, vendor
lists, employee lists, and expense and time tracking can be managed easily and safely.

The following features are now available:

¢ Enhanced Transaction M anagement — Use QuickBooks recommended defaults to or
your own custom accounts to “map” charge and refund transactions to QuickBooks.

o Configure Download Settings — Use Merchant Interface settings to establish transaction
mapping defaults for customer name, product/service, sales tax, freight/shipping, and
duty information.

e |temized Order Information — Use new and enhanced transaction submission fields to
submit itemized order information on a per-transaction basis, including item descriptions,
quantities, prices, and sales tax status.

e Easy Integration — Import successfully settled transaction download reports from the
Merchant Interface into QuickBooks.

QuickBooks Download Report

The new QuickBooks Download Report page allows you to run, view, and download successfully
settled transaction reports that can be saved in Intuit’s information format (.iif) for importing into
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QuickBooks. Because these reports include detailed transaction information, they can be a
valuable resource for enhancing your transaction record keeping, regardless of whether you use
QuickBooks as a financial management system for your business.

IMPORTANT: In order to use this feature, you must first configure your QuickBooks download
report settings in the Merchant Interface. For more information about these settings, please read
the QuickBooks Download Report Settings section of this document.

The information included in a QuickBooks report is composed of two categories: transaction
information and itemized order information.

Transaction Information
The transaction information in a QuickBooks Download Report includes the following standard
fields:

Transaction ID
Transaction Type
Settlement Date
QuickBooks Account
Customer Name or 1D
Settlement Amount
Invoice Number
Description

QuickBooks Class
Payment Method

PO Number

Customer Billing Address
Customer Shipping Address

Itemized Order Information

The transaction information in a QuickBooks Download Report alows you to view detailed
information for all aspects of atransaction, including the merchandise or service, and any
applicable salestax, duty, or freight/shipping. The actual information included will depend on
transaction types for the report and your QuickBooks Download Report Settings configuration:

QuickBooks Transaction Type
Settlement Date
QuickBooks Account
Sales Tax Name
Amount

Invoice Number
Description

Name

Price

Quantity

Tax Status
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For information about the specific fields included in QuickBooks download reports, please see
the QuickBooks Integration User Guide and the QuickBooks Download Report help filein the
Merchant Interface.

QuickBooks Download Report Settings

In order to successfully download transaction information to be compatible with QuickBooks,
you must first configure your QuickBooks download report settings. These settings will be used
to integrate transaction information with QuickBooks.

For your convenience, some of these settings are pre-popul ated with QuickBooks recommended
defaults. Y ou may use the recommended defaults, or you may customize the settings to match
your unique QuickBooks configuration.

IMPORTANT: Your QuickBooks download report settings and QuickBooks configuration must
match exactly. Differences between your QuickBooks download report settings in the Merchant
Interface and your QuickBooks configuration may result in errors when attempting to import
reports into QuickBooks. Please be sure to test your QuickBooks settings and configuration
before regularly using this feature to import transactions into QuickBooks.

Transaction Mapping
Y ou may configure the QuickBooks accounts, customer name, and class information that should
be used for managing your payment gateway charge and refund transactions.

e Accounts— This setting allows you to map your charge and refund transactions to your
QuickBooks accounts. At least one of the charge transaction types (Sales Receipt/Cash
Sale, Invoice, Payment) or the refund transaction type (Credit Memo) must be configured
to an existing account in QuickBooks. For this setting, you may either use the
QuickBooks recommended default accounts or use your own custom accounts.

e Customer Name— This setting allows you to enter a default customer name to be used in
the event that a customer name or identifier is not provided with a transaction. If desired,
you may also choose a payment gateway customer name field combination to be used in
conjunction with the default customer name.

e Class Name— This setting allows you to enter a class name that categorizes your
QuickBooks income and expenses by department, business office or location, separate
properties you own, or any other meaningful breakdown of the business. Y ou may use
this field to establish any kind of default class for transactions integrated into
QuickBooks from your payment gateway account.

Transaction Details Mapping

Y ou may configure default transaction information that is used for managing your payment
gateway charge and refund transactions in QuickBooks in the event that detailed informationis
not provided with transactions.

e Product/Service M apping — The default product or service information that should be
used in the event that detailed transaction information is not submitted.
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e SalesTax Mapping— If you charge sales tax, the sales tax information that should be
used for your products and services in the event that extended sales tax information is not
provided with a transaction.

o Duty Mapping - If you charge duty, the default duty information that should be used for
your products and servicesin the event that extended duty information is not provided
with atransaction.

o Freight/Shipping Mapping — If you charge freight or shipping, the default information
that should be used for your product and services in the event that extended freight or
shipping information not provided with atransaction.

Note: Itisstrongly recommended that you read the QuickBooks Integration User Guide and
QuickBooks Download Report Settings help file in the Merchant Interface when
configuring your download settings.

Itemized Order Information

As an additional feature of this release, the payment gateway application programming interface
(API) now supports the submission of itemized order information. This feature allows you to
augment your transaction management by recording an even greater level of detail for your
transactions, regardless of whether or not you integrate with QuickBooks.

Y ou may submit the following itemized order information fields:

Item — A short name or ID for the item purchased.

Item Description — A detailed description of the item purchased.
Item Quantity — The quantity of the item purchased.

Unit Price— The cost of the item per unit.

Tax Status— An indication whether the item is subject to tax.

Y ou may also provided extended information in the existing sales tax, freight/shipping, and duty
transaction fields, including item name, description, and amount. For more information about
submitting itemized and/or extended order information, see the implementation guide for your
connection method (in the Merchant Interface click Help in the main menu, then
Documentation and Reference Guides) or contact your Web devel oper for assistance.

Itemized order information submitted with transactionsis reported on the Transaction Detail
Page. These details can be viewed or hidden by simply clicking either View Itemized Order
Information or Hide Itemized Order Information on the Transaction Detail Page.

FAQs

| don’t use QuickBooks for my transaction management. Does this release apply to me?

What is the pricing for the QuickBooks tool ?

What versions of QuickBooks does this new feature support?
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Can | map eCheck.Net transactions to QuickBooks?

What isan .iif file?

If | receive an error while importing my file into QuickBooks, how do | import the rest of the
transactions without creating duplicate entries?

Does the Card Present service support the submission of itemized order information?

Do | need to submit itemized order information in order to download my transactions to

QuickBooks?

Does the new itemized order information feature support Level 3 data?

I don’t use QuickBooks for my transaction management. Does this feature apply to
me?

If you don’t use QuickBooks for your financial management, then you don’t need to download
settled transaction reports into the QuickBooks file format. Y ou may use the Transaction Details
by Settlement Date report to download successfully settled transaction reports.

However, this new feature al so includes support for submitting itemized order information with
each transaction, which is a benefit to al merchants. The following information may now be
submitted for each product, service or merchandise included in atransaction:

Item — A short name or ID for the item purchased.

Item Description — A detailed description of the item purchased.
Item Quantity — The quantity of theitem purchased.

Unit Price — The cost of the item per unit.

Tax Status— An indication whether the item is subject to tax.

Y ou may also now provided extended information in the existing sales tax, freight/shipping, and
duty transaction fields including item name, description, and amount. For more information about
submitting itemized and/or extended order information, see the implementation guide for your
connection method (in the Merchant Interface click Help in the main menu, then
Documentation and Reference Guides) or contact your Web devel oper for assistance.

If submitted with atransaction, the itemized order information listed above is reported on the
Transaction Detail Page. These details can be viewed or hidden by smply clicking either View
Itemized Order Information or Hide Itemized Order Information on the Transaction Detail
Page. In addition, you may choose to print areceipt from the Transaction Detail page that
includesitemized order information.

What is the pricing for the QuickBooks tool?
As anew standard feature of the payment gateway, there is no additional cost for the QuickBooks
capabilities.
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What versions of QuickBooks does this feature support?

The QuickBooks download report feature is compatible with Basic, Professional, and Premier
editions of QuickBooks from 2002 to 2005. For versions not listed here, please first download
and import atest file to ensure compatibility before importing .iif files generated by the payment
gateway.

Can I map eCheck.Net transactions to QuickBooks?
Y es. eCheck.Net transactions will be mapped as Check transactions in QuickBooks.

What is an .iif file?

The Intuit Interchange Format (iif) is Intuit’s file format for importing transactions into a
QuickBooks Accounting Package. The QuickBooks download feature in the Merchant Interface
will download transaction datain the .iif file format. Currently .iif is supported by all versions of
QuickBooks.

If you choose to open a downloaded report immediately before saving it to your computer,
remember to save the report with the .iif file extension to have the report be compatible with
QuickBooks.

If I receive an error while importing my file into QuickBooks, how do I import the rest
of the transactions without creating duplicate entries?

If an error is encountered while importing the .iif file, QuickBooks will display an error message
with the line number where the error occurred. If you choose to cancel the import, the
transactions listed before the transaction during which the error occurred will be successfully
imported into QuickBooks. If you choose to continue, all successful transactions will be imported
and errored transactions will not be imported. If you are importing the same file again into
QuickBooks, be sure that the file excludes the transactions that were already imported
successfully into QuickBooks. Thiswill prevent duplicate transactions from being imported into
QuickBooks.

Does the Card Present service support the submission of itemized order information?
Y es. Card Present merchants may also submit itemized order information.

Do I need to submit itemized order information in order to download my transactions
to QuickBooks?

No. Any previous charge and refund transactions may also be imported to QuickBooks. For these
transactions, the field defaults configured on the QuickBooks Download Report Settings page
will be applied.

Does the new itemized order information feature support Level 3 data?
Currently the itemized order information feature is available only for transaction reporting and
does not currently support Level 3 data.
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